
www.margolisedelstein.com 

PENNSYLVANIA COURT FINDS EMPLOYER HAS NO
TORT DUTY TO PREVENT EMPLOYEE DATA

BREACH

By:  Daniel M. Taylor, Jr.

PHILADELPHIA OFFICE
170 S. Independence Mall West
The Curtis Center, Suite 400E
Philadelphia, PA 19106-3337
215-922-1100

HARRISBURG OFFICE
3510 Trindle Road
Camp Hill, PA 17011
717-975-8114

WESTERN PA OFFICE:
983 Third Street
Beaver, PA 15009
724-774-6000

SCRANTON OFFICE
220 Penn Avenue
Suite 305
Scranton, PA 18503
570-342-4231

MARGOLIS
EDELSTEIN

Daniel M. Taylor, Jr., Esquire

525 William Penn Place

Suite 3300

Pittsburgh, PA 15219

412-355-4957

FAX 412-642-2380
dtaylor@margolisedelstein.com 

CENTRAL PA OFFICE 
P.O. Box 628

Hollidaysburg, PA 16648
814-695-5064

SOUTH JERSEY OFFICE
100 Century Parkway

Suite 200
Mount Laurel, NJ 08054

856-727-6000

NORTH JERSEY OFFICE
Connell Corporate Center

400 Connell Drive
Suite 5400

Berkeley Heights, NJ 07922
908-790-1401

DELAWARE OFFICE:
300 Delaware Avenue

Suite 800
Wilmington, DE 19806

302-888-1112

http://www.margolisedelstein.com
mailto:cmurphy@margolisedelstein.com


PENNSYLVANIA COURT FINDS EMPLOYER HAS NO TORT DUTY
TO PREVENT EMPLOYEE DATA BREACH

A well regarded Allegheny County trial judge finds that an employee may not maintain a

private cause of action sounding in tort against his or her employer arising from a data breach. 

The opinion of the court, handed down in Dittman v. UPMC, No. GD-14-003285 (Allegheny

County, May 28, 2015), is noteworthy for the clarity and decisiveness of the Court’s analysis.  

The case, a class action lawsuit, arose from the highly-publicized breach of the non-pubic,

personal information of thousands of employees of the Pittsburgh based healthcare giant

University of Pittsburgh Medical Center.    According to the Court, “the members of the class

consist of all 62,000 UPMC employees as well as an untold number of former employees, whose

names, birth dates, social security numbers,  confidential tax information, address, salaries and

bank account information were stolen from UPMC’s computer systems.” (Opinion and Order at

p. 1).  Some members of the class had already suffered actual damages following the breach,

with third parties having filed tax returns using the victims’ data.

The gravamen of the Plaintiffs’ complaint was that UPMC owed a duty to its employees,

as a matter of law, to safeguard and protect the data and had breached that duty by failing to

prevent the breach.

The Plaintiffs sought to buttress their complaint by pleading background information

regarding the increasing frequency and severity of data breaches, which have become ubiquitous

in recent years.   The court, however, used that information against the Plaintiffs, finding that

data breaches are so prevalent that imposing a tort duty on employers would potentially

debilitate companies and flood the already busy courts with new cases:

[If a tort duty were to be imposed] in Pennsylvania alone, perhaps hundreds of

profit and nonprofit entities would be required to expend substantial resources

responding to resulting lawsuits.  [Employers] are victims of the same criminal

activity as the plaintiffs.  The courts should not, without guidance from the

Legislature create a body of law that does not allow … victims of criminal

activity to get on with their business.

(Opinion and Order at p. 5, 6).

The court also noted how elusive the concept of reasonable care can be in the data

security context, i.e. how would a jury determine what constitutes “adequate” data security? 

Finally, the court looked to the legislative history of Pennsylvania’s data breach notification

statute, finding that drafts of the bill that became Pennsylvania’s statue provided for a private

cause of action, but no such provision survived to the final bill as enacted.

Although the Dittman decision is law only in Allegheny County, its author is an influential jurist

and the holding is consistent with Pennsylvania law.   Absent another source of duty, the primary



obligation of a party, subject to Pennsylvania law, holding non-public, personal information

remains the notification obligation imposed by Pennsylvania’s breach notification statute,  73 Pa.

C.S.A. § 2301, et seq.
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